Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 

Message Text 

LIMITED OFFICIAL USE 

PAGE 01 DARES 02081 231259Z 
ACTION SY-05 

INFO OCT-01 OC-06 ISO-OO /012 W 

231643Z 005163/50 

R 231130Z MAY 77 
FM AMEMBASSY DAR ES SALAAM 
TO SECSTATE WASHDC 5093 
INFO AMEMBASSY NAIROBI 
AMEMBASSY MONROVIA 


LIMITED OFFICIAL USE DAR ES SALAAM 2081 

DEPT FOR SY AND OC/P 

MONROVIA FOR ATO 

NAIROBI FOR RSO 

E.O. 11652: N/A 
TAGS: ASEC, ACOM 

SUBJECT: TRANSMISSION OF CLASSIFIED MATERIAL 

REF: 5 FAM 962 

1 . SATURDAY, MAY 21, DURING NORMAL OPENING OF UNCLASSIFIED 
AIR POUCHES, AN ENVELOPE MARKED "TOP SECRET" WAS DISCOVERED. 

2. THE ENVELOPE IS ADDRESSED TO "THE AMERICAN EMBASSY, DAR 
ES SALAAM, TANZANIA" AND IS STAMPED ON RIGHT HAND SIDE OF 
ADDRESS "TOP SECRET, REGISTERED NO. C-5806, DC/R 1167". 

THE ENVELOPE WAS RECEIVED IN POUCH NO. X3-19860, INVOICE NO. 
A-090, DISPATCHED MAY 19, 1977, AND LISTED AS ITEM 4 ON INVOICE. 
DISPATCH CLERK INITIALS ARE "R.A.W." 

3. COMPROMISE AT DAR NOT LIKELY. POUCH ARRIVED SEAL INTACT. 
ENVELOPE SHOWED NO SIGNS OF TAMPERING. IT WAS SPOTTED IN 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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UNCLASSIFIED MAIL BY AMERICAN EMPLOYEE WHO WAS SUPERVISING 
OPENING OF MAIL. ENVELOPE WAS TURNED OVER TO CRO FOR 
SAFEKEEPING. 

SPAIN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 23-May-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977DARES02081 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Expiration: 

Film Number: D7701 83-0507 

Format: TEL 

From: DAR ES SALAAM 

Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t19770529/aaaaazcg.tel 

Line Count: 59 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 77c2428c-c288-dd1 1-92da-001cc4696bcc 
Office: ACTION SY 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 07-Feb-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 2411368 
Secure: OPEN 
Status: NATIVE 

Subject: TRANSMISSION OF CLASSIFIED MATERIAL 
TAGS: ASEC, ACOM 
To: STATE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/77c2428c-c288-dd1 1-92da-001cc4696bcc 
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